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Contact ATCOM
Overview of ATCOM

ATCOM is the leading VoIP hardware manufacturer in global market. We have been keeping innovating
with customer’s needs oriented , working with partners to establish a total solution for SMB VoIP with IP
phone , IP PBX and Asterisk cards

With over 10 years’ experience of R&D , manufacturing and service in network and VolIP filed ; mission of
creating the biggest value for IP terminals , we commit ourselves in supplying the competitive IP phone
and other terminals for IP PBX , softswitch , IMS , NGN providers and carriers; supplying the competitive
total VoIP solution for SMB market. We keep improving the customer’s experience and creating the bigger
value with our reliable products. Until now, our VoIP products have been available in100+ countries and
used by millions of end users.

Contact Sales
Address Area C, A2F , Block 3 ,Huangguan Technology Park , #21 Tairan
9th Rd, Chegongmiao , Futian District , Shenzhen China

Tel + (86) 755-83018618-1
Fax + (86) 755-83018319
E-mail sales@atcom.com.cn

Contact Technical Support
Tel + (86) 755-83018618-2
E-mail Support@atcom.com.cn

Website Address: http://www.atcom.cn/
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How to provisioning ATCOM IP Phone

This guide shows user how to provisioning ATCOM IP phones with the minimum settings required.
The purpose of this guide is:
eBe unfamiliar with atcom IP Phone
eProvisioning mass atcom IP phones
eATCOM IP Phones support the TFTP, FTP, HTTP and HTTPS protocols for file.
Provisioning are configured by default to use Trivial File Transfer Protocol(TFTP)

1. Introduction

This sections shows user how to get ready for the provisioning. The provisioning process discussed
in this guide uses TFTP and a personal computer (PC) as the provisioning server.

The purpose of this guide is to serve as a basic guidance for auto provisioning Atcom IP phones,
including:

Alx, A2x, A41, Adx, A6x,CT11,D2X,D3X

2. Obtaining Configuration Information

2.1. Obtaining Configuration Files:

Before beginning provisioning, user needs to obtain the configuration files. There are 2 configuration
files both of which are CFG formatted. We call these two files Common CFG file and MAC-Oriented
CFG file. The phone will try to download these CFG files from the server during provisioning.

The MAC-Oriented CFG file is only effectual for the specific phone. It uses the 12-digit MAC address
of the phone as the file name. For example, if the MAC address of the phone is 80828701E160, then
the MAC-Oriented CFG file name must be 80828701E160.cfg.

However, the Common CFG file is effectual for all the phones with the same model. It uses a fixed
name “a00000000000x.cfg” as the file name. the names of the Common CFG file for
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AlX is ‘a000000000010.cfg” ;
A2X is ‘a000000000020.cfg” ;
A41is ‘a000000000041.cfg’ ;
A4X is ‘a000000000040.cfg” ;
A6X is ‘a000000000060.cfg” ;
CT1X is ‘a000000000011.cfg ;
D2X is ‘d00000000020.cfg’

D3Xis ‘d00000000030.cfg’

A1X model included A10, Al11, Al16

A2X model include A20, A21, A20LTE, A20W, A20WAC, A26
A41 model include A40, A41, A41W

A4X model include A48, A48WAC, A48W, A48LTE

A6X model include A68, A6BWAC, A68W, A68SLTE

D2X model include D21, D22

D3X model include D32, D33

2.2. Obtaining phone information:

Before beginning the provisioning, user will also need the phone information. Such as,
MAC address and the SIP account of the phone.

MAC Address: The unique 12-digit serial number of the phone. You can obtain it from the
phone’s bar code at the back of the phone.

SIP Account: This may include SIP credentials such as user name, password and the
address of the phone’s registration server . Ask system administrator for SIP account
information user need. Although SIP accounts may not be required to get the phone
working, we strongly recommend using them.

3. Managing Configuration Files

Auto provisioning enables Atcom IP phones to update automatically via downloading the Common
CFG file and MAC-Oriented CFG file.

(the provisioning configuration of Common.cfg and MAC.cfg can be exchanged each other)

Before provisioning user may need to edit and customize the configuration files.
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3.1. Editing Common CFG file:

Common CFG file contains configuration parameters which apply to all phones of the same phone
model.

[=] Commom. cf{tﬂl = R l

#lversion:1.0.0.1

3 ##File header "#!wversion:1.0.0.1" can not be edited or deleted, and must be placed in the first line.##
##This template file is applicable to R1/R2/R3/R4 IP phones running firmware wersion 2.0 or later.##
##For more information on configuration parameters, refer to ATCOM IP Phones Ruto Provisioning Guide.##

1 & LN s

## PPPOE ##

10 network.ppppe.user =
11 network.pppoe.password =

14 #gifpfpsdgsddasaadaadasddasdgadiaddadgadaaddasdgaddasddadgadasdasdgadaadaydagy
15 ## Network Adwvanced ##

17 ##_t uonf_gu:es the transmission mode and speed of the Internet (NR&J po:t.
18 ##0-Ruto negotiate

19 ##1-Full duplex 10Mbps

20 ##2-Full duplex 100Mbps

21 ##3-Half duplex 10Mbps

22 ##4-Half duplex 100Mbps

23 ##5-Full duplex 1000Mbps (only applicable to R1S/R35/R4S IP phones)

24 ##The default value is 0.It takes effect after a reboot.

5 network.internet port.speed duplex =

Note:

The line beginning with “#"” is considered to be a comment.

The file header “#!version:1.0.0.1” is not a comment, it must not be edited or be deleted
and must be placed in the first line.

The parameters commonly edited in the Common CFG file are detailed as following link:

http://download.atcom.cn/phone/Guidedocument/auto provision/Common.cfg

3.2. Editing MAC-Oriented CFG file:

MAC-Oriented CFG file contains configuration parameters which are expected to be updated
per phone, such as the registration information.
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= MAE.cf£B| B sosze7oiEien. «££3| B ao0oooonooond, efed |

1 #!version:1.0.0.1

A

3 ##File header "#!wversion:1.0.0.1" can not be edited or deleted, and must be placed in the
irst line. ##

4

S #RdEddEddddddiddg S dd gt nd St SRS A R A R

6 ## Bccountl Basic Settings
i

T REEERREERERAEERMEERME R R R R R R R R R R R R R R R R R R R 2

8 account.l.enable =

9 account.l.label =

10 account.l.display name =

11 account.l.auth name =

12 account.l.user name =

13 account.l.password =

14 account.l.outbound proxy enable =
15 account.l.outbound host =

16 account.l.outbound port =

oo

##It configures the local SIP port for account 1. The default value is 5060.
19 ‘account.l.sip listen port =

21 ##It configures the transport type for account 1. 0-UDP,1-TCP,2-TLS
22 ##The default walue is 0.
23 account.l.transport =

account.l.sip server.l.address =
a::ount.l.sip_servez.l.port =

The parameters commonly edited in the MAC-Oriented CFG file.
#lversion:1.0.0.1

# #File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the
first line.##

The parameters commonly edited in the MAC.CFG file are detailed as following link:

http://download.atcom.cn/phone/Guidedocument/auto provision/MAC.cfg
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4. Configuring a TFTP Server

Atcom IP Phones support using the FTP, TFTP, HTTP and HTTPS protocols to download the
configuration files.

TFTP server is used by default. You can use any protocol for provisioning. The following section takes
the TFTP server as an example.

We recommend that user can use tftpd or 3CDaemon tool as a TFTP server. tftpd is free applications
for Windows. user can download the TFTPD32 at: http://tftpd32.jounin.net/

4.1 Preparing a Root Directory

To prepare a root directory

1. Create a root TFTP directory on the local computer

2. Place the configure file to this directory

3. Set the security permissions for the TFTP directory folder

“. Tftpd32: Settings %

GLOBAL | TFTP | DHCP | SvSLOG |

| [v TFTP Server

[ TFTF Client
[ SNTF zerver
¥ Syzlog Server
[ DHCP Server
[ DMS Server

Default Help Cancel
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If you have a tftpd32 application installed on your computer, use it directly.

If tftpd32 start to download the provisioning file, please check as following screenshot
". Tftpd32 by Ph. ;

Jounin

=l

V(=T ROT=Tl T -0 ocuments and S etbingsSAdrminiztraton B2 Y Browse I

Server interface 11 72 16.0.2735 _1] Show Diir ]
Titp Server j Supzlog zerver ] Log wiewer

_peer | file | stattine | progress | bytes | tatal | timea... |
17216.0.14:1027 808287 ME1E0N.... 170200 ERR 1] 17162 1]
17216.0.14:1027 808287 METEN.... 170200 100% 17162 17162 1]
17216.0.14:1027 .a00000000000...  17:.01:59 ERR 1] 29927 1]
172.16.0.14:1027 .a00000000000...  17:01:59 1005 29927 29927 1]

About Settingz EI Help
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5. Obtaining the Address of provisioning file

Atcom IP phone support to obtain the provisioning server during boot up process in the following
ways:

Auto provision by the webpage

DHCP Option

Plug and Play (PNP) server

RPS website

s

1.To configure the auto provisioning by the webpage .
login to webpage by admin lever (the right corner) ,and go to ‘Update-Auto Provision’,

Account Network DSS Key Phone

Preference Auto Provision
Features PnP Active ® on O off o
DHCP Active ®on O off
Upgrade o
Provisicning Server | | 'o
User Name | |
Configuration Password | | ©
Dial Plan Common AES Key | |
MAC-Oriented AES Key | |
Voice ~
Check New Config ® on O off O
Phone Lock Repeatadly O on'® off
Security Interval{minutes) 1440
Weekly © on ® off
Debug
Time ﬁ: W - IT : Iﬁ
lsunday
Mon day
[ Tuesday
Day of week [ wednesday

2.To configure DHCP option
Please check the DHCP option detailed from the guide document, you can download as below link:

http://download.atcom.cn/phone/Guidedocument/auto provision/How to Provision ATCOM Phon
es by dhcp option.pdf
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3.To configuration PNP server

Atcom IP phone default enable PNP server, please check the guide document from as below link:
http://download.atcom.cn/phone/Guidedocument/auto provision/How to Provision ATCOM Phon
es by PNP-EN.docx

Any PNP sever activated in the network responses with a SIP Notify message and an address of the
provisioning server contained in the message body. The phone can then connect to the provisioning
server and performs the provisioning process

Filter: ip.addr==172 16.0. 14 8 sip v | Expression . Clewr Save
Ho. Tine Source Destination Erotocel Length Info
294 2015/185 17:32:05.777544 172.16.0.14 5. 667 Request: SUBSCRIBE 5ip:MAC%3a80828701E1606224.0.1.75
297 2015/185 17:22:05.786381 172.16.0.123 172.16.0.14 SIP 565 status: 200 OK
208 2015/185 17:32:05.788347 172.16.0.123 172.16.0.14 sIP 599 Request: NOTIFY sip:172.16.0.14:5060
299 2015/185 17:32:0 91853 172.16.0.123 172.16.0.14 SIP 565 status: 200 OK
302 2015/185 17:32:05.795229 172.16.0.110 172.16.0.14 sIP 551 status: 200 OK

® Frame 294: 667 bytes on wire (5336 bits), 667 bytes captured (5336 bits)
® Ethernet II, Src: 80:82:87:01:e1:60 (80:82:87:01:e1:60), Dst: IPvdmcast_01:4b (01:00:5e:00:01:4b)
@ Internet Protocol Version 4, Src: 172.16.0.14 (172.16.0.14), Dst: 224.0.1.75 (224.0.1.75)
® User Datagram Protocol, src Port: sip (5060), Dst Port: sip (5060)
= session Initiation Protocol (SUBSCRIBE)
@ Request-Line: SUBSCRIBE sip:MAC%3aB80828701£160@224.0.1.75 SIP/2.0
= Message Header
® via: sIP/2.0/UDP 172.16.0.14:5060; rport;branch=z9hG4bkpPjyIuym7 cHuvN987 31k1ndzxoz5B0PD] 62
Max-Forwards: 70
@ From: <sip:MAC%3a80828701E160@224.0.1.75>; tag=uuQuwIAgtrB8rvsvIpPxevitrsP3vyilgz
@ To: <sip:MAC%3a80828701E160@8224.0.1.75>
@ contact: <s5ip:172.16.0.14:5060>
€all-ID: BNI4xiVBaEANPNNplfiG&8dhesbasecdi
@ C5eq: 31165 SUBSCRIBE
Event: ua-profile;profile-type="device";vendor="ATCOM"; model="ATCOM"; version="1.6.5.23381"
Expires: 3600
suppaorted: replaces, eventlist
Accept: application/url
Allow-Events: refer, message-summary, dialog, ua-profile
content-Length: 0
® Session Initiation Protocol (SIP as raw Text)

4.To configure RPS website
please check the RPS website detailed guide document, please check as below link:
http://download.atcom.cn/phone/Guidedocument/auto provision/How to provisioning server by

RPS.pdf
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6.Downloading and Verifying Configuration

During the auto provisioning process, you can monitor the download request and response message
by a wireshark tool.
Atcom IP phone downloads configuration files from the tftp server.

Filter: |tftp cpression. Clear Save

Ta. Time
22397 2015/187 14:21:5
22403 2015/187 14:21:5
22404 2015/187 14:21:5
22405 2015/187 14:21:5
22406 2015/187 14:21:57.396304
22407 2015/187 14:21:57.396345
22408 2015/187 14:21:57.397316
5
5
5
5
5
5

Destination Frotocol Length Info

235 TFTP 68 Read Request, File: a000000000004.cfg, Transfer type: octet
14 TFTP 558 pata Packet, Block: 1

235 TFTP 60 Acknowledgement, Block: 1
14 TFTP 558 pata Packet, Block: 2

235 TETP 80 Acknowledgement, Block: 2
14 TFTP 558 pata Packet, Block: 3

235 TETP 80 Acknowledgement, Block: 3
14 TFTP 558 Data Packet, Block: 4

235 TFTF 60 acknowledgement, Block: 4
14 TFTP 558 pata Packet, Block: 5

7.344216
7.394014
7.395253
7.395314

22409 2015/187 14:21:57.397410
22410 2015/187 14:21:57.400048
22411 2015/187 14:21:57.400102

[=i=N=l-N--l-N-l-N-=N-l=N-l==lllll]
o
v}
wn

(===l l=N-l- NNl NNl
e
s

22412 2015/187 14:21:57.401072 14 235 TFTP 60 acknowledgement, Block: 35
22413 2015/187 14:21:57.401121 TFTP 558 Data Packet, Block: &
22414 2015/187 14:21:57.402088 14 235 TFTP 60 acknowledgement, Block: 6
22415 2015/187 14:21:57.402136 L 14 TFTR 558 Data Packet, Block: 7
22416 2015/187 14:21:57.403103 14 235 TFTP 80 Acknowledgement, Block: 7
22417 2015/187 14:21:57.403158 235 14 TFTP 558 Data Packet, Block: 8
22418 2015/187 14:21:57.404135 14 235 TFTP 80 Acknowledgement, Block: 8
22419 2015/187 14:21:57.404190 235 14 TFTP 558 Data Packet, Block: 9
22420 2015/187 14:21:57.405200 14 235 TFTP 50 Acknowledgement, Block: 9
22421 2015/187 14:21:57.405245 235 14 TFTP 558 Data Packet, Block: 10
22424 2015/187 14:21:57.406325 14 235 TFTP 60 Acknowledgement, Block: 10
22425 2015/187 14:21:57.406372 235 14 TFTP 558 Data Packet, Block: 11
22426 2015/187 14:21:57.407337 14 235 TFTP 60 acknowledgement, Block: 11
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